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TradePeg Two-Factor Authentication

Customers can share a list of IP Addresses via the TradePeg Support team to be white listed
from devices with static IP that require TradePeg Access without the need of two-factor
authentication.

NOTE: If you are unsure if you have a static IP, discuss first with your internet provider/tech
support.

Follow these steps to setup two-factor authentication:

Once logged in to the TradePeg system click on your user name on the top right hand screen
and select “Your Profile” and then click on the “Security” tab in the Profile Page.
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There are a few options available to authenticate:

Two-factor authentication

Status: ®

Two-factor authentication adds an extra layer of security to your account. In addition to your username
and password, you'll need to enter a code that TradePeg sends to you via text or an app on your phone.

> Setup using an app Set up using a Security key [

Via the Authentication App, for example by using the Google Authenticator
Via the Security Key, for example: Yubico

Or via SMS

Authenticating via the app

Click on Set up using an app and download the Authenticator app on your mobile device.

Search for Google Authenticator or any other Authenticator app once installed open the app and
click on “Begin Setup” and follow these steps
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App Store (Apple):
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The Authenticator App will request to authenticate by scanning a bar code, scan the QR code from
the TradePeg Profile Security screen and enter the six digit code which will appear in the
Authenticator App to complete the authentication process.

Profile
Security

Preferences

Enable two-factor authentication

1. Scan this barcode with your app.
Scan the image above with the two-factor authentication app on your
phone.

2. Enter the six-digit code from the application

Afrer scanning the barcode image, the app will display a six-digit code

that you can enter below.

Once you are authenticated TradePeg will update the Status as active.

Two-factor authentication

Status: &

Deactivate Two-factor authentication
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Sign in with two-factor authentication

If you try to sign into the tradepeg system from outside whitelisted IP address, or if you have been
signed out from an authenticated device, or if you are trying to login on a separate device while
logged in on another, it will require you to follow a two steps authentication:

1. Login with your user name and password
2. Open the Authenticator App to generate the 6 digit code (or use the code sent via SMS)

1 2

Login Enter verification code

Username Enter 6-digit code

Password
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